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POCCUNCKAA ®EOEPALMA
®EQEPAIbHBIA 3AKOH

_ OBE3OMACHOCTH
KPUTUYECKON MHOOPMALIMOHHOW MHOPACTPYKTYPbI
POCCUNCKOW ®EQEPALIMM

[TpunsT
I'ocynapctBennou [Jymoii
12 urons 2017 roga

Onobpen
Coerom Denepaunu
19 mronsa 2017 roma

CraTtba 1. Cepa gencrBua Hactoswero ®egepanbLHOro 3akoHa

Hacrosmuit @enepanbHblil 3aKOH pEryIUpyeT OTHOLIEHUS B 00sacTu obecniedeHus 0e30MacHOCTH
KpuTnueckod uHpopManuonHo wuHpacTpykTypsl Poccuiickoit denepanum (mamee Takke -
KpuTH4eckas nHpopMalmoHHass UHPPACTPYKTypa) B LEIIX €€ yCTOHYMBOTO (PYHKIIMOHUPOBAHUS MPU
IIPOBEJICHNH B OTHOLLIEHUH €€ KOMIIBIOTEPHBIX aTaK.

Cratba 2. OCHOBHbIe MOHSATUA, UCMOJNb3yeMble B HacTosiwem ®PeaepanbHOM
3aKoHe

]_IJ'IH HeJieit HacTOsIIEeTro CDez[epanLHoro 3dKOHA UCITIOJIB3YIOTCA CICAYIOIHNE OCHOBHBIC ITOHATHA:

1) aBTOMarTuM3MpoBaHHAas ~ CHUCTEMAa  YOpPABIEHUS -  KOMIUIEKC  IPOrPaMMHBIX U
IIPOrpaMMHO-AIIAPaTHBIX CPEJCTB, MPEIHA3HAUEHHBIX JUISI KOHTPOJS 3a TEXHOJIOIMUYECKUM M (WIJIN)
MIPOU3BOJICTBEHHBIM 000py/Z0BaHHEM (HMCIIOJHUTEIHHBIMI YCTPOWCTBAMH) U TIPOU3BOIAMMBIMH HMHU
MpoLeccamMy, a Takxke JIJIsl YIIpaBJIeHUs TaKUMU 000pyI0BaHUEM U MPOLIECCaMU;

2) 6e30MacHOCTh KPUTHYECKONH MHPOPMAIIMOHHON HHAPACTPYKTYPHI - COCTOSIHUE 3aIIUILEHHOCTH
KpUTHYEeCKOW  HMHQOpMAMOHHOW  MHQPACTPYKTYyphl,  oOecleyuBaroiiee €€  yCTOHYMBOE
(YHKIIMOHMPOBAHUE MPH MTPOBEACHNUHU B OTHOIICHUH €€ KOMITbIOTEPHBIX aTakK;

3) 3HaYMMBIi 00BEKT KPUTHUECKOW MH(OPMAIIMOHHONW MHPPACTPYKTYPHI - OOBEKT KPUTUUECKON
WHPOPMAMOHHON HH(PACTPYKTYPHI, KOTOPOMY IPUCBOCHA OJIHA U3 KaTETOpUil 3HAYNMOCTH M KOTOPBIH
BKITIOYCH B PEECTP 3HAYNMBIX 0OBEKTOB KPUTHUECKOW MHPOPMAIMOHHOW HHPPACTPYKTYPHI;

4) KoMIblOTEpHas aTaka - LEJCHAPABICHHOE BO3AEHCTBUE NPOrPaMMHBIX M (WJIN)
IIPOrpaMMHO-aINapaTHBIX CPEJICTB Ha OOBEKThl KPUTHYECKOM HMH(OPMAIMOHHONW HHQPPACTPYKTYpHI,
CeTU 3JIEKTPOCBSA3H, HCIOIb3yEeMble JJIsl OpPraHU3allMM B3aUMOJCHCTBUS TaKuX OOBEKTOB, B HEISAX
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HapylieHus W (WIM) TpeKpamieHuss X (YHKIMOHUPOBaHMS M (MJIM) CO3IaHHS YIpO3bl 0€30MacHOCTH
oOpabaTbiBaeMoOil TaKUMU 00bEKTaMH HUH(OpPMAIIUH;

5) KOMIBIOTEPHBI HMHIUACHT - (GakT HapymieHUus u (WiM) TpeKpareHus (QyHKIHOHHUPOBAHUS
00BeKTa KPUTHICCKOH WH(GOPMAIMOHHONW WHOPACTPYKTYPBI, CETH DJICKTPOCBSI3U, WCIOIB3YEMOU IS
OpraHU3aIMK B3aUMOJICUCTBUS TaKMX OOBEKTOB, W (WJIM) HApYIICHHUS O€30MacHOCTH 0OpabaThIBaeMOit
TakuM 00BEKTOM MH(OPMAIIMH, B TOM YHUCIIe TPOU3OLIEIIINI B pe3yJIbTaTe KOMIIbIOTEPHOI aTaku;

6) kpuTHueckas MHPopMaIMOHHAs UHPPACTPYKTypa - 0OBEKTHI KPUTHUECKON MH(POPMAIMOHHOMN
UH(QPACTPYKTYPBI, @ TaKXKE CETH DIIEKTPOCBS3U, HCIOJIb3yeMble I OpraHW3allii B3aUMOJEHCTBUS
TaKuX OOBEKTOB;

7) 0OBEKTBI KPUTHYECKOH WH(POPMAIMOHHON WHQPPACTPYKTYPHI - MH(POPMAIMOHHBIE CHCTEMBI,
MH(OPMALIMOHHO-TEIECKOMMYHHUKAI[UOHHbIE ~ CETH, AaBTOMAaTU3UPOBAHHBIE CHUCTEMbl  YIpPaBIICHUS
CyOBEKTOB KPUTUYECKON NH(DOPMALIMOHHON HH(PACTPYKTYPHI;

8) cyOBeKThl KpUTHUECKON WHGOPMAlMOHHONW HH(PACTPYKTYphl - TOCYJApPCTBEHHBIE OpraHbI,
rOCYJJapCTBEHHBIE YUPEKJICHUS, POCCHIICKHE IOpUIWYECKHe JMlua U (WIM) WHAUBUAYaJIbHbIE
MpEeANPUHUMATEN, KOTOPhIM Ha MpaBe COOCTBEHHOCTH, apeH/bl MM Ha WHOM 3aKOHHOM OCHOBaHUU
MPUHAUICKAT ~ WHPOPMAIIMOHHBIE  CHUCTEMBI, HH(POPMAIIMOHHO-TEJICKOMMYHUKAIMOHHBIE  CETH,
ABTOMATHU3MPOBAHHBIE CHCTEMBI YIIPaBIEHUs, (PYHKIIMOHUPYIOMHE B cepe 31paBOOXpaHEHHUs, HAYKH,
TPaHCIIOPTA, CBS3U, DHEPreTUKH, OAHKOBCKOW cdepe u HHBIX cdepax (UHAHCOBOTO pPBIHKA,
TOIUIMBHO-3HEPI€THYECKOT O KOMILJIEKCA, B o0iacTu aTOMHOM SHEPTUH, 00OpOHHOM,
PaKeTHO-KOCMUYECKOM, TOPHOAOOBIBAIOIIEH, METaJUTypTHYeCKOW U XUMHUYECKOW MPOMBIIUICHHOCTH,
pOoccUiicKHe FOPUANYSCKHE U U (WIN) WHIAWBHYabHBIC IPEANPUHIMATEIN, KOTOPhIE 00SCIIEYnBaIOT
B3aHMO/ICVICTBUE YKA3aHHBIX CHCTEM WJIU CETEM.

Cratba 3. [lpaBoBoOe perynupoBaHMe OTHOWEHUMA B obnactn obecneyeHus
6e3onacHOCTN KpUTUYeCKom MHoOpMaLMOHHOMN MHPPACTPYKTYPbI

1. OtHomenust B oOnactu obOecriedeHus: O€30MACHOCTH KPUTHUYECKOH HH(MOpMAIIMOHHON
UH(QpacTpyKTypsl perynupyrorcs B coorBerctBuM ¢ Koucturynmeil Poccuiickoit ®denepauuu,
OOlIeNpU3HAHHBIMY TPUHIUIAMH U HOPMaMH MEXAyHapOAHOIrO MpaBa, HacTosmuM DenepanbHbIM
3aKOHOM, JAPYIMMH (efepalbHbIMU 3aKOHAMM U HPUHUMAEMbIMM B COOTBETCTBUU C HMMU HHBIMHU
HOPMAaTUBHBIMH [TPaBOBBIMU aKTaMHU.

2. OcoOeHHocTH mpuUMeHeHHUs Hacrosimero @denepalbHOTO 3aKOHA K CETSIM CBS3M  OOIIEro
nosb3oBanus onpenessitores denepanbubiM 3akoHoM ot 7 uronst 2003 roga N 126-®3 "O cBsazu" u
NPUHUMAEMbIMH B COOTBETCTBUY C HUM HOPMATUBHBIMH MPABOBBIMU aKkTaMH Poccuiickont denepanuu.

Cratbsa 4. NpuHUUnbI o6ecnevyeHUss 6e30NacHOCTU KPUTUYECKON MHDOPMaALIMOHHOM
MHDPaACTPYKTYpbI

[TpunmunamMu obecrieyeHuss OE30MACHOCTH KPUTHUYECKOW HH(POPMALMOHHON HHQPPACTPYKTYPHI
SIBIISTEOTCSI:

1) 3aKOHHOCTB;

2)  HEIpephIBHOCTh U  KOMIUIEKCHOCTh  oOecriedeHuss  0€30MacCHOCTM  KPUTHUYECKOH
MHPOPMALIMOHHON HHQPACTPYKTYphl, JOCTHUraeMble B TOM YHCIE 3a CYET B3aUMOACHUCTBUS
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YIIOJIHOMOYEHHBIX (pefiepanbHbIX OpraHOB HCIOJHUTEIbHONM BIACTM U CyOBEKTOB KPUTHYECKOMH
MH(POPMALIMOHHON HHPPACTPYKTYPHI;

3) npuopUTeT NPEJOTBPAIIECHNS KOMIIBIOTEPHBIX aTaK.

Cratba 5. locypapcTtBeHHass cuctemMa OOHapyXeHus, npeaynpexaeHus wu
NUKBUAAUUM MNOCNEeACTBUMA KOMMNBbIOTEPHbIX aTak Ha WHGpOpMaLMOHHbIe pecypcChbl
Poccunckon ®epgepaumu

1. T'ocynapctBeHHast cucrtemMa OOHApYKEHMs, NPENyNpPEeXACHUS U JMKBUJALMM I1OCIEICTBUI
KOMIIBIOTEPHBIX aTak Ha HH(OpMaIrmoHHBIE pecypchl Poccuiickoit ®enepannu mpeacTaBisieT coOoi
€AUHBI  TEPPUTOPHAIIBHO  PACHpPENENICHHBI KOMIUIEKC, BKIIOYAKONIMM CHJIBI M CPEJACTBA,
IIpeJHa3HAYCHHbIE JUIsl OOHAPYXKEHUS, NPEAYIPEXKACHUS U JIMKBUJALMN MOCIEICTBUN KOMIIBIOTEPHBIX
aTaKk M pearupoBaHUs Ha KOMIIBIOTEPHBIE MHLIMIEHTH.. B  1mensix HacTosmed cTaTbu TOJ
nHpopMaMOHHBIMU pecypcamu Poccuiickoit denepanyu nMoHUMarOTCs WHGOPMAIMOHHBIE CHCTEMBI,
MH(POPMALMOHHO-TEIICKOMMYHUKAIIMOHHBIE CEeTH W aBTOMATH3HMPOBAHHBIE CHCTEMBl YIPABJICHUS,
Haxomsamuecss Ha Ttepputopun Poccuiickorn denepaiuu, B IUIMIOMATHYECKUX MPEICTABUTEIBCTBAX U
(unn) KOHCYNbCKUX yupexaeHusx Poccuiickoit deneparuu.

2. K cunam, npenHa3Ha4eHHBIM 711 OOHAPYKEHHUS, TIPSy IPEKICHUS U TUKBUIAIIUN TTOCIICICTBUIA
KOMITBIOTEPHBIX aTaK U PearnpoBaHUs HA KOMIBIOTEPHbIE MHIIUAEHTBI, OTHOCSITCS:

1) moxmpasneneHus M JOJDKHOCTHBIE JHIA (elepaJbHOro OpraHa HCIOJHUTEIBHON BIACTH,
YIOJIHOMOYEHHOT0 B obimactu obecnedeHUs] (YHKIMOHUPOBAHUS TOCYAAPCTBEHHOM CHUCTEMBI
oOHapyXeHMs, TMPEeAyNpeKIeHUs U JUKBUJALMM  TOCJIEICTBUH  KOMIBIOTEPHBIX aTak Ha
nH(popmaloHHbIe pecypcbl Poccuiickoit denepanuu;

2) opraHuzanus, co3gaBaeMas  (efepaJbHbIM  OPraHOM  HCIOJHMTENBHOM  BIIACTH,
YIOJIHOMOYEHHBIM B o0ylacTH o0ecredeHuss (PyHKIMOHUPOBAHMS TOCYAAPCTBEHHOW CHUCTEMBbI
OOHapy>KeHHsl, TpPEAYNpeXIeHUs W JIMKBUJAIIMM TIOCJIEJCTBUHA  KOMIIBIOTEPHBIX aTak Ha
nHpopManroHHbIe pecypchl Poccuiickoit @enepanuu, s odecneueHus] KOOPAWHAIMU JIeATEIIbHOCTH
CyOBEKTOB KPUTHYECKOH WHPOPMALMOHHOW WH(QPACTPYKTyphl 1O BOMpocaM OOHapyKeHHUs,
NpEAYNPEXRACHUS M JIMKBUIALMU TIOCIEACTBUM KOMIIBIOTEPHBIX aTaKk W pearupoBaHUsl Ha
KOMIIbIOTEPHbIE MHLMJICHTHI (Jajiee - HAMOHAIbHBIH KOOPAMHALMOHHBIA LEHTP MO KOMIbIOTEPHBIM
WHIIUJICHTaM);

3) mnoapasneneHuss M JIOJDKHOCTHBIE JIMIA CYOBEKTOB KpPUTHUECKOW HH(GOpMAIMOHHON
MHPPACTPYKTYPHI, KOTOPhIE NPUHUMAIOT y4acTHe B OOHApPY)KEHUH, MPEIYNPEKACHUU U JTUKBUAALUU
MOCJIEZICTBUI KOMITBIOTEPHBIX aTaK U B pearnpoBaHUU HAa KOMIIbIOTEPHbBIE HHIIUIEHTHI.

3. CpexactBamu, TpeJHA3HAYCHHBIMH JUII OOHAPYXKCHHUsS, MPEIYNPESKACHUS W JTUKBUAANNN
MOCJIE/ICTBUM KOMIBIOTEPHBIX aTaK M pearupoBaHHsl HAa KOMIIBIOTEPHbIE WHIMIEHTBI, SBISIOTCS
TEXHUYECKHE, MPOrpaMMHbIE, TPOrpaMMHO-AIMApaTHbIe M HWHBIE CPEACTBA A OOHApyXkeHHs (B TOM
qucae JUIs IMOMCKAa IMPHU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBS3H, HCHOJIB3YEMBIX IS
OpraHu3allii  B3aWMOJICHCTBHA OOBEKTOB KPUTHYECKOH WHGPOPMALMOHHON WHPPACTPYKTYPHI),
MPEIYTPEKACHUS, JTUKBUIAINN TIOCIEICTBHI KOMITBPIOTEPHBIX aTak W (Win) oOMeHa WH(popMammeH,
HeoOX0auMOM CcyObeKTaM KpUTHYECKOW HH(OpPMAaLMOHHOW HHGPACTPYKTYphl MpH OOHApPYKEHUH,
OpeaylnpeKaAeHud M (WIKM) JUKBUAALMU  [OCIEACTBUM  KOMIIBIOTEPHBIX —aTak, a Takke
KpUnTorpapuueckue CpecTBa 3alUThl TAKOH HH(OpMAIHH.
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4. HauuoHanbHBIM KOOPAWHAIIMOHHBIM LIEHTP MO KOMIBIOTEPHBIM HMHIUJAEHTAM OCYIIECTBIISET
CBOIO JICATEIBHOCTh B COOTBETCTBHUU C IOJOKCHHEM, YTBEPKAAEMBIM (eaepalbHbBIM OPraHOM
WCTIOJIHUTEIILHON  BJIACTH, YIIOJIHOMOYEHHBIM B objactu oOecriedeHusl (PYHKIIMOHUPOBAHUS
TOCYJapCTBEHHOM CHUCTEMBI OOHApYXXEHHWs, MNPEAyNPEeKISCHUS U  JUKBUAAIMU  TOCJIEACTBHUI
KOMIThIOTEPHBIX aTak Ha WH(opMaIrmoHHbIe pecypchl Poccuiickoit Deaepanmm.

5. B rocynmapcTBeHHO# cucTeMe OOHapy>KeHHUS, MPEAYNPEKIACHUS U JIMKBUAALUU TOCIEICTBUI
KOMITBIOTEPHBIX aTak Ha WHGOpMaImoHHbIE pecypchl Poccuiickoit denepanuil OCymecTBISIOTCS cOop,
HAKOIUICHHUE, CUCTEMAaTH3aIisl U aHalu3 WHQPOpPMAINH, KOTOpas MOCTyNaeT B JaHHYIO CHUCTEMY 4Yepe3
CpeICTBa, TpETHA3HAYCHHBIC MJisi OOHApYXEHHS, NPEAYNPESKICHUS W JIMKBUAAIMHA IOCICICTBUN
KOMITBIOTEPHBIX ~ aTak, WH(QOpMaIuu, KoTopas TMPeACTaBISETCS CyObEKTaMHU KPUTHUYECKOM
nHpopManMoHHOW  MHGPACTPYKTYphl H  (efepalbHBIM  OpraHOM  HWCIIOJIHUTEIBHOW  BIIACTH,
YIOJHOMOYEHHBIM B o0Oiiactu  obecriedeHHs 0OE30MACHOCTH  KPUTHUECKON  HHGOpMalnOHHON
uHppactpykTypsl Poccuiickoit denepanuu, B COOTBETCTBHH C MepeyHeM HWHGOpMalUU U B MOPSAIKE,
onpeaensseMbMi  (eepalibHBIM OPTaHOM HCTIOJTHUTEIBHOM BIIACTH, YIIOJHOMOYEHHBIM B OO0JIACTH
obecrnieueHrss (YHKIIMOHUPOBAHUS TOCYJAPCTBEHHON CHUCTEMBl OOHAPYKEHUs, MPEAYNPEKIACHHUS U
JUKBHJIAIIUU TIOCTICJICTBHN KOMITBPIOTEPHBIX aTak Ha WH(POPMAIMOHHBIE pecypchl Poccuiickoii
Oenepanun, a Takke WHOOPMAIMK, KOTOpash MOXKET TMPEJCTABIATHCS WHBIMH HE SBISIOIIUMHECS
CyOBbeKTaMU KPUTHUECKON HMH(GOPMaLMOHHONW HHOPACTPYKTYphl OpraHaMu W OpraHU3alUsMH, B TOM
YUCJI€ THOCTPAHHBIMHU M MEXTyHAPOIHBIMHU.

6. denepalbHBI OpraH MCHOJIHUTENBHOM BJIACTH, YNOJHOMOYEHHBIH B 00jacTu obecrieueHus
(YHKIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBI OOHApPYXKEHHs, NPEAYNpPEkKACHUS M JIMKBHIAIUH
MOCTICICTBMI KOMIIBIOTEPHBIX aTak Ha HWH(QOpManuoHHele pecypcesl Poccuiickoit ®Denepanum,
OpraHMu3yeT B YCTAaHOBJIEHHOM MM IOpsiike 00MeH nH(popManueld 0 KOMIBIOTEPHBIX MHIIMJIEHTaX MEXIy
CyObEeKTaMU KpUTHUYECKOW HMH(POPMALMOHHOW MH(PACTPYKTYphbl, a TaKXkKe MEXIy CyObeKTamMu
KPUTHYECKOH HMH(POPMALMOHHOW HHQPPACTPYKTYpPbl M YHOJIHOMOYEHHBIMH OpraHaMH HMHOCTPAHHBIX
roCyJapcTB, MEXAYHApOAHBIMU, MEKIyHAPOAHBIMU HEIPABUTEIbLCTBEHHBIMU OPraHU3alUsIMU U
WHOCTPAaHHBIMU OPTaHU3ALMAMH, OCYIIECCTBIISIONMMH JIEATEILHOCT, B 00JAaCTH pearupoBaHUs Ha
KOMITBKOTEPHBIE NHIIUICHTHI.

7. llpenoctraBieHue u3 TOCYAAPCTBEHHOM CHUCTEMBbl OOHApYXEHMs, NPEAyNpexKICHUs U
JUKBUAALMYU TIOCIEACTBUM KOMIIBIOTEPHBIX aTak Ha MHGQOpMalMOHHbIE pecypchl Poccuiickoit
denepany CBEJICHUH, COCTABISAIONIMX TOCYAAPCTBEHHYIO JUOO MHYIO OXpaHSIEMYIO 3aKOHOM TaiiHy,
OCYIIECTBIISIETCS] B COOTBETCTBUH € 3aKOHOAATENLCTBOM Poccuiickoit @eneparun.

Cratba 6. [lNonHomouumsa [lpe3sumpeHta Poccuinckon dPepepaumm wu  oOpraHoB
rocyaapcTtBeHHon Bnactm Poccunckon ®epepauum B obnactu  obGecne4veHus
6e30nacHOCTU KPUTUYECKON MH(DPOPMALIMOHHON UH(ppPaACTPYKTYpPbI

1. [Ipesunent Poccuiickoit denepanuu onpeaenser:

1) ocHOBHBIE HampaBJICHHUS TOCYAAPCTBEHHOW MOJUTUKU B 00JIACTH oOecredeHus: 0€30macHOCTH
KPUTHYECKON MHPOPMAITMOHHOW HHPPACTPYKTYPHI;

2) ¢denepanbHBIE OpraH HCHOJHUTENBHON BJIACTH, YHNOJHOMOYEHHBIH B 00siacTu oOecreueHus
0€30IaCHOCTH KPUTHYECKOW HH(pOopMalmmoHHON nHbpacTpykTypsl Poccuiickoit deneparuu;

3) denepanbHbIi OpraH HMCMIOJHUTEIBHON BIIACTH, YIOJHOMOUYEHHBIH B 00nacTu obecredeHus
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(YHKIMOHMPOBAHUS TOCYAAPCTBEHHOW CHCTEMBbl OOHApy>KEHHs, NPEAyNpexAeHUS M JIMKBUIALUH
MOCTIeICTBUI KOMIIBIOTEPHBIX aTak Ha MHPOpMaLMOHHbIE pecypchl Poccuiickoii deneparum;

4) MOpSAIOK CO3JIaHUsl M 3aJIa4d TOCYJapCTBEHHOW CHUCTEMBbI OOHAPYXEHUS, MPEAYNPEIKACHUS U
JUKBHJIAIIUU TIOCJTICJICTBHN KOMITBIOTEPHBIX aTak Ha WH(POPMAIMOHHBIE pecypchl Poccuiickoii
denepanuu.

2. IIpaBurenbcTBO Poccuiickoit denepannu ycTaHaBIUBAECT:

1) Dokazarenu KpUTEPUEB 3HAYMMOCTH  OOBEKTOB  KPUTHYECKOH  HMH(pOpMAIMOHHON
UH(PACTPYKTYpPbl U UX 3HAUEHUs], @ TAKXKE IOPAIOK ¥ CPOKU OCYILECTBICHUS UX KATETOPUPOBAHMUS;

2) HOPSJIOK OCYLIECTBIIEHHS TOCYIapCTBEHHOIO KOHTPOJI B 00siacTu oOecredeHust 6e30acHOCTH
3HAYMMBIX 00BEKTOB KPUTHIECKOH HH(POPMAIMOHHON HHPPACTPYKTYPHI;

3) HOps/IOK MOATOTOBKU W MCIIOJNIB30BAHMSI PECYPCOB €IMHOM CETH 3yeKTpocBsizu Poccuiickoit
Qenepaun uig ol0ecrieueHUs — (QYHKIMOHMPOBAHMUSA  3HAYMMBIX  OOBEKTOB  KPUTHYECKOM
UHGOPMALMOHHOM HH(PPACTPYKTYPHI.

3. ®depepanbHBIi OpraH MCHOJIHUTEIBHOM BJIACTH, YNOJHOMOYEHHBIH B 00jacTu obecriedyeHus
0e30macHOCTH KpUTHYeCcKOi nH(popMarmonHoi nHppacTpykrypsl Poccuiickoit dexepanuu:

1) BHOCHUT HpEUIOKEHHS O COBEPLICHCTBOBAHMM HOPMATHUBHO-IIPABOBOI'O PETYJIUPOBAaHUS B
obnactu oOecrieyeHrs OE30MaCHOCTH KPUTHYECKON HMH(pOpMaMoHHON HHbpacTpykTypsl [Ipesuaenty
Poccutiickoit ®eneparuu u (uin) B [IpaButensctBo Poccuiickoit denepanuu;

2) yTBep)KIaeT MOPAIOK BEJICHHs peecTpa 3HAUYUMBIX OOBEKTOB KPUTHYECKOH MH(OpMarMoHHON
UHPPACTPYKTYPHI M BEJIET JaHHBIH peecTp;

3) yrBepkaaet opMy HampaBiieHUs] CBEIEHUH O pe3ybTaTax MPUCBOCHUS 00BEKTY KPUTUIECKON
HH(pOpPMAIMOHHOW HH(PPACTPYKTYpPHl OJHOM M3 KaTEropuid 3HAYUMOCTH JMOO 00 OTCYTCTBUH
HE0OXO0IMMOCTH MIPUCBOEHUS EMY OJTHOM U3 TaKUX KaTeropuil;

4) ycranaBiuBaeT TpeOoBaHUs 0 00eCeueHUI0 0€30MaCHOCTH 3HAUUMbIX 0OBEKTOB KPUTHUECKON
nH(OPMaLIMOHHOU UHOPACTPYKTYPHI (TpeboBanus o o0ecrnevyeHnto 0e30MacHOCTH
MH(POPMALMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETeH, KOTOpbIM MpPHUCBOGHAa OJHA U3 KaTeropui
3HaYMMOCTH M KOTOpBIE BKJIIOUEHBI B PEECTP 3HAYMMBIX OOBEKTOB KPUTHYECKOW HMH(MOPMAIIMOHHON
WHPPACTPYKTYPHI, YCTAaHABIMBAIOTCS IO COTJIACOBAHMIO C (hefepallbHBIM OPraHOM HCIIOJHUTEIHHON
BJIACTH, OCYHICCTBIISIOIINM (YHKIMU TI0 BBIPAOOTKE W pealM3allid TOCYAapCTBEHHOW TOJUTUKHA M
HOPMAaTHUBHO-IIPABOBOMY PEryJIMPOBAaHUIO B 00JACTH CBSI3M), a TaKXkKe TPeOOBAaHUS K CO3AAHUIO CHCTEM
0€30MacHOCTH TaKUX O0BEKTOB M 0OecTeueHH o NX (YHKIIMOHUPOBaHU (B 0aHKOBCKOM cdepe U B UHBIX
chepax (UHAHCOBOrO pBHIHKA YCTAaHABIMBACT YKa3aHHbIE TpPeOOBaHHUS IO COTJIACOBAHHIO C
HentpansusiM 6ankoM Poccuiickoit @enepanun);

5) oCyIecTBIsET TOCYAApPCTBEHHBIA KOHTPOJIb B 00J1acTH o0ecrieueHns 0€30MacHOCTH 3HAYMMBIX
O00BEKTOB KpUTHYECKOW HWHGPOPMAIMOHHON HH(QPACTPyKTyphl, a Takke YTBepkaaeT (opmy akra
MIPOBEPKHU, COCTABIISIEMOTO 10 UTOTaM MTPOBEICHUS YKa3aHHOTO KOHTPOJISL.

4. denepanbHbIi OpraH HMCIOJHUTEIBHON BIACTH, YHNOJIHOMOYEHHBIM B 00JacTH oOecredeHus
(YHKIIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBbl OOHApY>KEHHs, NPEAYNpPEXACHUS M JIMKBHIAIUH
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depnepanbHbIi 3akoH oT 26.07.2017 N 187-93
"0 6e30MacHOCTM KPUTMYECKON MHOPMaLMOHHO
nHdbpacTpykTypbl Poccuitckont ®epepaumm’

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[ata coxpaHeHus: 16.04.2023

MOCTIeICTBUM KOMIIBIOTEPHBIX aTaK Ha HHpOpMaLMOHHbIE pecypchl Poccuiickoit @enepanuu:

1) BHOCHT MNpEAJIOKEHHS O COBEPLICHCTBOBAHMM HOPMATHBHO-TIPABOBOTO pPETyJIUPOBAaHHUS B
obmacti obecrieueHust OE30MACHOCTH KPUTUYECKON HH(pOopManoHHON uHppacTpykTypsl llpesnnenty
Poccuiickoit ®enepanun u (wnn) B [IpaBurensctBo Poccuiickoit ®denepanuy;

2) co3gacT HAIMOHAIBHBIA KOOPAWHAIMOHHBIM IIEHTP IO KOMIBIOTEPHBIM WHIIUJACHTAM H
YTBEPKIAET HOJIOKEHNUE O HEM;

3) KOOPIMHHUPYET AEATENbHOCTh CyOBEKTOB KPUTHUECKONH NH(POPMALIMOHHON UH(PACTPYKTYpHI 110
BOMpocaM OOHapy>KEHUs, TNMPeIyNpeKIeHUs W JMKBUIALUHN IOCIEACTBUN KOMIBIOTEPHBIX aTaKk M
pearupoBaHMs Ha KOMIIbIOTEPHbBIE UHIIUJEHTBI;

4) opraHuzyer © TPOBOJUT OIEHKY OE30MacHOCTH KPUTHUYECKOW HMH()OpMAIMOHHON
UH(QPACTPYKTYPHI;

5) omnpenenser mnepedyeHb HH(POpPMAIMM, TPEACTABISAEMON B TOCYAapCTBEHHYIO CHCTEMY
OOHapyXeHHs, TMPEAyNPeKICHUs U JHUKBUJAIIMM  TOCJIEICTBUH  KOMIBIOTEPHBIX aTak Ha
uHpopManroHHbIe pecypchl Poccuiickoil @enepaiiuy, U HOPSJIOK €€ IPeACTaBICHHUS;

6) yTBepXKaaeT MHOpsIoK HH(OpMUpOBaHHS (eaepanbHOr0 OpraHa HCIOJIHUTEIBHOW BIACTH,
YIOJTHOMOYEHHOTO B oOiacTu obOecriedeHus: (YHKIMOHHPOBAHUS TOCYIAPCTBEHHOW CHCTEMBI
OOHapy>KeHWsI, TPEAYNpPEKICHUS W JIMKBHJAIIMA TIOCIEJCTBHHA  KOMITBIOTEPHBIX arak Ha
uHpopMannoHHble pecypcebl Poccuiickoit denepanuy, 0 KOMIBIOTEPHBIX MHIMIEHTAX, PearnpoBaHUs
Ha HHUX, OPUHATHS Mep MO JIMKBUIALMU IOCIEICTBUI KOMIIBIOTEPHBIX aTakK, IPOBEIEHHBIX B
OTHOIICHUM 3HAYUMBIX OOBEKTOB KPUTUYECKOH WMH(POPMALMOHHON HMHQPPACTPYKTYpbl (B OAHKOBCKOM
chepe u B MHBIX chepax (PUHAHCOBOTO PHIHKA YTBEPXKAACT YKA3aHHBIN MOPSJIOK 1O COTJIACOBAHHIO C
HenTtpaneueiM 6ankom Poccuiickoit denepanun);

7) yTBepKIaeT MOpsJIOK oOMmMeHa uWHGOpManued O KOMIBIOTEPHBIX HWHIMACHTAX MEXIy
CyObEKTaMU KpPUTHUECKOW HH(POPMALMOHHOM HHQPPACTPYKTYpPbl, MEXIY CyOBEKTaMU KPUTHYECKOM
MHPOPMALMOHHON HHQPACTPYKTYpPhl M YINOJIHOMOYEHHBIMH OpraHaMHM HWHOCTPAaHHBIX TOCYJIapCTB,
MEXIYHapOAHBIMU, MEKIYHAPOIHBIMH HENPaBUTEIBCTBEHHBIMM OPraHU3allUIMU W HHOCTPAaHHBIMU
OpraHM3alMsIMH, OCYIIECTBIISIIOIIMMU JI€ATENbHOCTh B OO0JACTH pEarupoBaHUSl HA KOMIIbIOTEPHBIE
WHIUIEHTBI, a TaKkKe MHOPSJIOK TIONYYeHHS CyObEeKTaMH KPUTHYECKOW HH(GOpMAIMOHHON
nHQPacTpyKTypsl HMH(OPMALMU O CPEICTBAaX M CIoco0ax MPOBENCHHUS KOMIBIOTEPHBIX aTak M O
METOJax UX MpeAyNpexIeHHUs U OOHApYKEHMUS;

8) opraHm3yeT YyCTaHOBKY Ha 3HAaUMMBIX OOBEKTaX KPUTHYECKOH HMH(OpMAaLMOHHON
UHPPACTPYKTYpPHl M B CETSAX AJIEKTPOCBSA3M, HCHOJIB3YEMBIX JJIsi OpTraHU3alMM B3aUMOACUCTBUS
OOBEKTOB KPUTHYECKOH HH(MOPMAIIMOHHONH HHQPACTPYKTYphl, CpPEACTB, TNPEAHA3HAYECHHBIX JUIS
OOHapy>KeHHsI, TPEIYTIPESKACHUS U JIMKBUIAIMA TTOCIIEICTBII KOMIIBIOTEPHBIX aTaKk U PearupoBaHuUs Ha
KOMITBIOTEPHBIE HHIIUACHTHI;

9) ycranaBnuBaeT TpeOoBaHMS K CpEACTBaM, NpeIHA3HAYCHHBIM [UIsi  OOHapy>KeHUs,
MpEenynpexAeHUs U JUKBHIAIUU TOCIEICTBUH KOMIBIOTEPHBIX aTaKk W pearupoBaHUS Ha
KOMITBIOTEPHBIC UHITU/ICHTHI,

10) yTBepkgaeT HOPANOK, TEXHUYECKUE YCIOBUS YCTAHOBKHM M OKCIUTyaTalMd CpENCTB,
MpeHa3HAYEHHBIX JJIs1 OOHAPYXKEHUs, MPEAYNPEKACHUS U JINKBUAALNN MOCIEACTBUN KOMIbIOTEPHBIX
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depnepanbHbIi 3akoH oT 26.07.2017 N 187-93
"0 6e30MacHOCTM KPUTMYECKON MHOPMaLMOHHO
nHdbpacTpykTypbl Poccuitckont ®epepaumm’

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[ata coxpaHeHus: 16.04.2023

aTaK W pearupoBaHUs Ha KOMITBIOTEPHbIC WHIIMICHTHI, 32 MCKIIIOUYCHHEM CPEJICTB, MpeIHa3HAUYCHHBIX
JUIsL TIOUCKA MPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETSAX DJIEKTPOCBS3HU, UCHOIB3YEMBIX JUIsl OpraHU3aluU
B3aMMOJICHCTBUS 0OBEKTOB KPUTHUECKON MH(DOPMAIIMOHHOW MHPPACTPYKTYPHI (B OAHKOBCKOU chepe u
B MHBIX cepax (PMHAHCOBOTO PHIHKA YTBEPKIACT yKa3aHHBIE TMOPSIOK M TEXHUYECKHE YCIIOBHS IO
cornacoBanuio ¢ LlenrpanbabiM 6ankoM Poccuiickoit @enepatiyn).

5. denepanbHBIA OpraH UCHOJHUTEIBLHON BIIACTH, OCYIIECTBISIOMMA (YHKIIUHA 1O BBIPAOOTKE U
peanu3ay rocy1apcTBEHHON MOJUTUKH U HOPMAaTUBHO-IIPAaBOBOMY PEryJIMPOBAaHUIO B 00JaCTU CBA3H,
YTBEp)KJAaeT MO COTVIACOBAHUIO C (pe/iepaibHbIM OPraHOM UCIIOTHUTEIBHOM BIACTH, YIIOTHOMOUYEHHBIM B
obmactn  obecrieueHus:  (QYHKIMOHMPOBAHUS  TOCYJApCTBEHHOH  cHCTEMBI  OOHapy>KeHHUS,
MPEIYNPEKACHUST U JTUKBUIAINN TIOCIEICTBHI KOMIBIOTEPHBIX aTaKk Ha WH(OpPMAIMOHHBIE PECYPCHI
Poccniickoit ®enepanyu, HOPSJIOK, TEXHUYECKUE YCIOBUS YCTAaHOBKM M DKCIUTyaTallud CpEICTB,
IIPEIHA3HAYEHHBIX I [IOMCKA PU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX IEKTPOCBS3HU, UCIOJIB3YEMBIX
JUIs OpPraHU3aIMK B3aUMOIEHCTBHS 00BEKTOB KPUTUYECKON MH(DOPMAITMOHHONW HHPPACTPYKTYPHI.

Cratba 7. KateropypoBaHue OOBLEKTOB KPUTUYECKON MHGOPMaALMOHHOMN
MH(pPaCTPYKTYpbI

1. KateropupoBanue o0bEKTa KPUTHUYECKOH MH(DOPMALMOHHOW MHPPACTPYKTYpPbI MPEACTaBIAET
cOo0OOl YCTaHOBJIEHHE COOTBETCTBHUS OOBEKTa KPUTHUYECKOHM HMH(OPMAIIMOHHON HH(PaCTPYKTypHI
KpUTEPUAM 3HAUYMMOCTH M I[IOKA3aTels M MX 3HAYEHWIl, NPUCBOCHHME €My OJHOW W3 KaTeropui
3HAYUMOCTH, IIPOBEPKY CBEJECHUI O pe3yJIbTaTax €€ IPUCBOCHHUS.

2. KateropupoBaHue OCYILECTBIIACTCS UCXOS U3:

1) counanbHON 3HAYMMOCTH, BBIpaXKAIOUIEHCs B OLIEHKE BO3MOXHOIO yiiepOa, MPUYUHIEMOIO
KHU3HU WIH 370POBBIO JIOJEH, BO3MOXHOCTH NpPEKpallleHHs WIM HapylleHHUs (YHKIHOHUPOBAHUS
O00BEKTOB OOecledYeHnsl >KU3HEIEITEeIbHOCTH HaceleHHs, TPAaHCIOPTHOW HHQPACTPYKTYpbl, ceTel
CBA3M, a TAK)K€ MaKCHUMaJIbHOM BPEMEHU OTCYTCTBHUs JOCTyNla K TOCYAApPCTBEHHOW YCIyre Juis
IIOJTyYaTesed TaKO yCIyTH;

2) MOJIMTUYECKOW 3HAYMMOCTH, BbIpa)karollelcs B OLEHKE BO3MOXKHOIO MPUYMHEHHS yiiepOa
nHTepecaM Pocculickoit @enepanyv B BONPOCax BHYTPEHHEW U BHEIIHEH MTOJIMTHKY;

3) SKOHOMHYECKOM 3HAUMMOCTH, BBIPAXKAIOLIEHCs B OLIEHKE BO3MOXKHOIO MPUYMHEHUS IPSIMOTo U
KOCBEHHOT0 yiiep0a cyObekTaM KpUTHYeCKoi nHPOpMaMOHHON HHMPACTPYKTYpHI U (1K) OropKeTaM
Poccuiickoit denepanuu;

4) 5KOJIOrM4eCcKON 3HaYMMOCTH, BBIPAXKAIOIIEHCS B OLICHKE YPOBHSI BO3/IEUCTBUS HAa OKPYKAIOILYIO
cpeay,

5) 3HauuMocTH OOBEKTa KPUTHUECKOH HH(GOPMAMOHHON HHOPACTPYKTYpHl UIs obecreyeHus
00OpOHBI CTpaHbl, 0€30IaCHOCTU TOCYAAPCTBA U MPABONOPSAIKA.

3. YcraHaBiaMBalOTCA TPU KaTETOPUM 3HAUYUMOCTH OOBEKTOB KPUTHUYECKOW HH(MOpPMAILMOHHON
UHPPACTPYKTYPHI - IepBasi, BTOpasi U TPEThS.

4. CyObeKTbl KPUTUYECKOH MH(POPMALMOHHON MH(PACTPYKTYphl B COOTBETCTBUHU C KPUTEPHUIMU
3HAYMMOCTH M [I0KA3aTeJSIMU WX 3HA4YECHWM, a TaKXKe MOPAAKOM OCYIIECTBIECHUS KaTErOpUPOBAHMS
MIPUCBAUBAIOT OJIHY M3 KaTEropvil 3HAYMMOCTH MPUHA/JICKALIIM UM Ha MpaBe COOCTBEHHOCTH, apeHIbl
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depnepanbHbIi 3akoH oT 26.07.2017 N 187-93
"0 6e30MacHOCTM KPUTMYECKON MHOPMaLMOHHO
nHdbpacTpykTypbl Poccuitckont ®epepaumm’

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[ata coxpaHeHus: 16.04.2023

WIA MHOM 3aKOHHOM OCHOBAHHMHU OOBEKTaM KpUTHUECKOW MH(POpMaLMOHHOW MHPpacTpyKTypbl. Eciu
00BEKT KpUTHUYECKOH MH(DOPMAITMOHHONW MHPPACTPYKTYPbl HE COOTBETCTBYET KPUTEPHUSAM 3HAUUMOCTH,
[IOKAa3aTeNsIM 3TUX KPUTEPUEB U UX 3HAUYEHUSIM, EMY HE IPUCBANBAETCS HU OJ[HA U3 TAKUX KaTErOpHil.

5. CmemeHuss 0 pe3ylnbTaTax TMPHCBOCHHUS OOBEKTY KPHUTUYECKOH HH(MOPMAIIMOHHON
MHQPACTPYKTYPhl OJHOM U3 KaTeropuil 3HaYUUMOCTH JIM00 00 OTCYTCTBUM HEOOXOAMMOCTH MPHUCBOCHUS
€My OJHOW U3 TakuX KaTeropui cyObeKTbl KpUTHUECKOW HHGOPMALMOHHON HMHEQPacTpyKTyphl B
MUCbMEHHOM BHUJE B JECATHIHEBHBIH CPOK CO JHA NPUHATHS HUMH COOTBETCTBYIOILEIO pEIIECHUs
HamnpaBisIOT B (elepajbHbIl OpraH MCIOJHUTENBHOW BIIACTH, YIOJHOMOYEHHBIH B 001acTH
obecrieyeHnss 0E30MACHOCTH  KpUTHUYECKOW uWHpOpMannoHHON wuHppacTpykTypel Poccuiickoii
deneparyn, IO YTBEPKICHHON UM Gopme.

6. DenepanbHBI OpraH HMCIOJHUTEIHLHOW BIJIACTH, YTMOJHOMOYCHHBIH B 0OJacTH oOecredeHus
0€30IaCHOCTH  KPUTHYECKOW uHGOpManoHHOW uWHPpacTpykTypbl Poccuiickoit ®Denepanuu, B
TPUALIATUIHEBHBIM CPOK CO JHS MOJYYEHUs CBEICHMM, YKa3aHHbIX B YacTH S5 HACTOSLIEH CTaThH,
npoBepseT coOMI0IeHUEe TOpPsIKA OCYIIECTBICHHUS KaTEerOPUPOBAaHMS M NPAaBUIBHOCTbH IPUCBOCHUS
00BEKTY KPUTUYECKOH MH(POPMALMOHHOW MH(PACTPYKTYyphl OAHON M3 KaTEropuil 3HAUMMOCTH JHOO
HEINIPUCBOEHUS €MY HU OJTHOM U3 TaKMX KaTerOpHuil.

7. B cnyuae, ecnu CyOBEKTOM KPUTHUECKOH HH(OPMALMOHHOW HHQPPACTPYKTYphl COOIIOIEH
[OPSANOK OCYLIECTBICHUs KaTerOpUpPOBAaHUS W IPHHAJIeKALIEMy €My Ha IpaBe COOCTBEHHOCTH,
apeH/ibl WIK MHOM 3aKOHHOM OCHOBAHMU OOBEKTY KPUTHUECKOH MHPOpPMALMOHHOW MH(PaCTPYKTypHI
NIPaBUIILHO MPUCBOCHA OJIHA U3 KaTErOpuil 3HAUUMOCTH, (e/iepabHbIil OpraH UCIIOJIHUTELHON BIACTH,
YIOJHOMOYCHHBI B o0mactu oOecnedeHuss O€30MACHOCTH KPUTHYECKOW  MHMOPMAIMOHHON
uHppactpyktypsl Poccuiickoit ®enepanuu, BHOCUT CBEACHHS O TAaKOM OOBEKTE€ KpPUTHYECKOMU
nH(OPMaLMOHHONH MH(PACTPYKTYpPhl B PEECTp 3HAUMMBIX OOBEKTOB KPUTHYECKOW HMH(OpMalMOHHON
UHQPACTPYKTYpbl, O YeM B JECATHIHEBHBIH CpPOK YyBeAOMIIIETCS CyOBEKT KPUTHYECKOH
UHGOPMALMOHHOM HH(PPACTPYKTYPHI.

8. B ciyuae, ecnu deiepa’gbHbBIM OPraHOM HCIIOJHUTEIBHOMN BIACTH, YIIOJHOMOYEHHBIM B 00JIACTH
obecrieyeHnss OE30MACHOCTH  KPUTHUYECKOW WHGPOpManMOHHON wuHpacTpykTypel Poccuiickoii
@enepalviv, BBISIBICHbI HapYILIEHUS IOPSJIKA OCYLIECTBICHUS KaTErOpUpOBaHUs U (MJIM) OOBEKTY
KpUTHYECKOH HH(OPMAaLMOHHOW HWHOPACTPYKTYphl, MpUHAAJEKALIEMy Ha IpaBe COOCTBEHHOCTH,
apeH/1bl WX UHOM 3aKOHHOM OCHOBaHMH CyOBEKTY KPUTHYECKOH MH(POPMALMOHHON MHPPACTPYKTYpHI,
HENpPaBUJIBHO IPUCBOEHA OJIHA U3 KaTEeropui 3HAYUMOCTH M (MJIM) HEOOOCHOBAaHHO HE NPUCBOEHA HU
OJlHA M3 TaKUX KaTeropuid U (Wim) CyOBEKTOM KPUTHYECKOH HH(POPMALMOHHOM HH(PacTpyKTyphI
IIPE/ICTABICHbl HEMOJIHbIE U (WJIM) HEJOCTOBEPHBIE CBEJIEHUS O pe3y/bTaTax IPUCBOCHUS TaKOMY
00BEKTY KpUTHUYECKOW MH()OPMAIIMOHHON HWHPPACTPYKTYPHI OJHOM U3 KaTeropuii 3HAYUMOCTH JINO0 00
OTCYTCTBHUM HEOOXOJMMOCTH IPUCBOCHHUS €My OJHOW W3 TaKUX KaTeropuil, QenepanpHblii opraH
UCIIOJIHUTEJIBHOM BJIACTH, YINOJHOMOYEHHBIH B oOnacTu oOecrieueHusi OE30MaCHOCTH KPUTHYECKOMH
uHpopmannoHHod uHPpacTpykTypbl Poccuiickoit denepanuu, B ACCITUIHEBHBIM CPOK CO JHS
MOCTYTIJICHUS TPEICTABICHHBIX CBEJCHUH BO3BpAIlaeT UX B MUCHbMEHHOM BHUJI€ CYOBEKTY KPUTHYECKOMH
MHPOPMALMOHHON HH(PPACTPYKTYPHI C MOTUBUPOBAHHBIM O0OCHOBAHHEM IPUYMH BO3BpATa.

9. CyObeKkT KpUTHYECKOW  HMH(POPMAIMOHHOW  HWH(PPACTPYKTYphl ~ TOCIE  IONYYEHUS
MOTHBHPOBAHHOTO 0OOCHOBaHUS MPUYMH BO3BpATa CBEJCHHM, YKa3aHHbBIX B YACTH 5 HACTOALIEH CTAaThU,
He OoJiee 4eM B JECATHIHEBHBIH CPOK yCTpaHsE€T OTMEUEHHbIE HEJOCTaTKM M IOBTOPHO HAIIPABISAET
Takue CBeleHUs B (efepayibHbli OpraH MCIOJHHUTEIbHON BJIACTH, YMOJHOMOYEHHBI B 001acTH
obecrieyeHnss 0€30MACHOCTH  KpUTHUYECKOW uHpopManuoHHON wuHppacTpykTypel Poccuiickoii
denepauuu.
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10. Csemenuss 00 OTCYTCTBMM HEOOXOAMMOCTH HPUCBOCHUS OOBEKTY KPUTHYECKOH
MH(POPMALIMOHHON HHQPACTPYKTYphl OJHOW U3 KaTeropuil 3HAYUMOCTH IIOCIE WX TPOBEPKHU
HaIpaBJIAKOTCA (bellepaHBHBIM OopraHomM HWCIIOTHUTEIbHOM BJIaCTU, YIIOJIHOMOYCHHBIM B obmactu
oOecrieyeHnss 0OE30MACHOCTH  KPUTHUYECKOW WHGPOpMANMOHHON wuHpacTpykTypel Poccuiickoii
@Oenepanii, B TOCYJAapCTBEHHYIO CHUCTEMY OOHApYyKEHHUs, NpPEIyNpexIeHUs U JUKBUIALUU
MOCJIEACTBUIM KOMIBIOTEPHBIX aTak Ha MH(pOpPMaMOHHbIE pecypchl Poccuiickoit denepanym, o 4yem B
JEeCATHIHEBHBIN CPOK YBEIOMIISIETCS CYOBEKT KPUTHUECKON HH(OPMALIMOHHON HHPPACTPYKTYPBHI.

11. B ciyuae HempencTaBiieHUs] CyObEKTOM KPUTHUECKOM HMH(OPMAIMOHHONW HMH(PPACTPYKTYpPbI
CBE/ICHUH, yKa3aHHbIX B YaCTH 5 HACTOSIIEH cTaThH, (erepajbHBI OpraH UCIOJIHUTEILHOU BIIACTH,
VIOJHOMOYCHHBIH B oOnmactu oOecriedeHHss O€30MACHOCTH KPUTHYECKOH HH(DOPMAIIMOHHOMI
uHppactpykTypsl Poccuiickoit @enepaiuy, HanpapiseT B agpec YKa3aHHOro cyObeKkTa TpeOOBaHUE O
HE00XO0IMMOCTH COOJIIOACHNUS MOJI0KEHUI HACTOALIEH CTAThU.

12. Kateropuss 3HAUMMOCTH, K KOTOpPOM OTHECEH 3HAYUMBIH OOBEKT KPUTHYECKOH
MHPOPMALIMOHHON HMH(PACTPYKTYphl, MOXKET OBITh HW3MEHEHa B MOPAIKE, MPEeIyCMOTPEHHOM s
KaTeropupoBaHus, B CIEAYIOIINX CIydasx:

1) mo MOTHBHPOBAaHHOMY pEUICHHIO (elepaJbHOr0 OpraHa HCIOJHUTEIHHONH  BIIACTH,
YIOOJHOMOYEHHOTO B obOiactu oOecriedeHHss 0O€30MaCHOCTH  KPUTHYECKOW HMH(DOpPMaIMOHHOM
uHopacTpykTypsl Poccuiickoit denepanyu, NpUHATOMY IO pe3yJjbTaTaM IPOBEPKH, NPOBEIACHHON B
paMKax OCYLIECTBIEHHS TOCYAApCTBEHHOTO KOHTpOJIsl B o00jmacTu obOecredeHus: 0e30MacHOCTH
3HAYMMBIX 00BEKTOB KPUTHUECKON NH(POPMALIMOHHOIN HH(PPACTPYKTYPHI;

2) B ciay4ae U3MEHEHHsI 3HAaUMMOTro 00BEKTa KPUTHIECKOH HH(POpMAITMOHHONW HHPPACTPYKTYPHI, B
pe3yabTaTe KOTOPOTO TaKoi 0OBEKT MepecTa COOTBETCTBOBATh KPUTEPHUSM 3HAUMMOCTH H ITOKA3aTeIsIM
WX 3HaYCHUH, Ha OCHOBAHWHU KOTOPBIX €My ObIJIa MPHCBOCHA OTIPEICIICHHAsS KAaTeTOPHsI 3HAYMMOCTH;

3) B CBA3W C JUKBUAAIMEH, peopraHm3anueldl CcyObeKTa KpUTHYECKOW WH(GOPMAIIMOHHON
UHGPACTPYKTYPHI U (UIITM) U3MEHEHHEM €r0 OPraHU3aIlOHHO-TIPAaBOBON (POPMBI, B pe3yIbTaTe KOTOPHIX
ObUTH  W3MEHEeHBbl JMOO yTpauyeHbl TPU3HAKK CYOBEKTa KPUTHUECKOH  WHGPOPMAIMOHHOMN

UHPPACTPYKTYPHI.

Cratba 8. PeecTp 3Ha4uuMMbIX OOBLEKTOB KPUTUYECKOW WHGPOPMaLMOHHOWN
MH(PaACTPYKTYpPbI

1. B memax yuera 3HAUMMBIX OOBEKTOB KPUTHYECKOH WHGPOPMALMOHHON HHPPACTPYKTYpPHI
(benepanbHBIi  OpraH HCHOJHHUTEIBHON BIIACTH, YMOJHOMOYEHHBIH B oOjactu oOecreueHHs
0€30macHOCTH KpUTHYECKOW wuH(popMarmonHo wuHppacTpykTypsl Poccmiickoit deneparyu, BeneT
peecTp 3HAUUMBIX OOBEKTOB KpUTHUYECKOW MH(DOPMALIMOHHOW MHPPACTPYKTYpPhl B YCTAHOBJIEHHOM UM
nopsanake. B qaHHbIN peecTp BHOCATCS CIEAYIOIUE CBEICHHUS:

1) HauMeHOBaHUE 3HAYUMOT'0 00BbEKTAa KPUTHUECKOH MH(DOPMAIIMOHHON HH(PPACTPYKTYpHI;
2) HaMMEeHOBaHUE CyOBbEKTa KPUTHUECKOM HH(POPMAIIMOHHOMN HH(PPACTPYKTYPHI;

3) cBemeHHss O B3aUMOJCHCTBHM 3HAYMMOTO0 OOBEKTa KPUTHYECKOW HH(GOPMAIIMOHHON
UHPPACTPYKTYPHI U CETEH AIIEKTPOCBSI3H;
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4) cBefeHUs O JMIE, HKCIUTyaTUPYIOIIEM 3HAYMMbIM OOBEKT KPUTHYECKOH HH(OpMaIMOHHON
UHPPACTPYKTYPBHI;

5) xaTteropusst 3HAYUMOCTH, KOTOpas MPHCBOCHA 3HAYUMOMY OOBEKTY KPHUTHYECKON
nH(pOpMaLMOHHON UHPPACTPYKTYPHI;

6) cBeleHUs O MPOTrPaMMHBIX U IPOTrPAMMHO-ANIMAPATHBIX CPEJICTBAX, HCIOJIb3yEeMbIX Ha
3HAYUMOM 00BEKTE KPUTHUECKONH HHPOPMAITMOHHON HHPPACTPYKTYPHI;

7) Mepbl, NMpUMeHsieMble Ui oOecrneyeHus O€30MacHOCTH 3HAYMMOro OOBEKTa KPUTHYECKOH
MHGOPMALMOHHON HHPPACTPYKTYPHI.

2. CBenieHUsI M3 peecTpa 3HAYMMBIX OOBEKTOB KPUTHUECKON WH(POPMAIIMOHHON HHPPACTPYKTYPHI
HaIpaBJIAIOTCS B TOCYJAapCTBEHHYIO CHCTEMY OOHApYy>KEHHUs, MPEAyNpEeKICHUs W JIMKBUAALUU
MOCJICICTBUI KOMIIBIOTEPHBIX aTak Ha HHPOpMaIMOHHbIE pecypchl Poccuiickoit deneparuu.

3. B ciaywae yTparhl 3HaUMMbIM OOBEKTOM KPUTHUECKOM HMH(POPMALMOHHOM HHPPACTPYKTYpPbI
KaTeropuu 3HAUYUMOCTHM OH HCKJIIOYaeTcsl (enepanbHbIM OpPraHOM HCHOJIHMUTENBHOM BJAcTH,
YIOJIHOMOYEHHBIM B obOnmactu oOecneueHUs: ©O€30HaCHOCTH  KPUTHUYECKOW  HMH(POpMAIIMOHHOMN
uHppacTpykTypsl Poccuiickoit ®enepamuu, H3 peecTpa 3HAYMMBIX OOBEKTOB KPHUTHYECKOMH
nH(pOPMaLlMOHHON UHPPACTPYKTYPBHI.

Cratba 9. lNpaBa U 06A3aHHOCTU CYOBLEKTOB KpUTUYECKOU WHMOPMaLMOHHOWU
MHDPaCTPYKTYpbI

1. CyOBeKTsl KpUTHUECKOH HH(POPMAIIMOHHON HHGPACTPYKTYPBI UMEIOT MIPABO:

1) momydats OT (enepanbHOTO OpraHa MCIOJHUTEIHHON BIIACTH, YINOJHOMOYEHHOTO B 001acTH
oOecnieueHrs 0e€30MacHOCTM  KpUTHYECKOM uH(pOpMalnnoHHOW uHGpacTpykTypel Poccuiickoit
Oenepanun, wHOOPMAINIO, HEOOXOIUMYIO g oOecriedyeHuss Oe30MacHOCTH 3HAYMMBIX OOBEKTOB
KPUTUYECKOW HMH(OPMALMOHHON HMHQPPACTPYKTYpbI, MpPUHAUICKAIIMX UM Ha TpaBe COOCTBEHHOCTH,
apeH/ibl I MHOM 3aKOHHOM OCHOBAaHMH, B TOM 4Hcle 00 yrposax Oe3omacHOCTH 00pabaThiBaeMOi
TaKUMH OOBEKTaMU HH(POpPMAIMM M YA3BHUMOCTH IPOTPAaMMHOr0 obecneueHus, 00OpyHAOBaHUS U
TEXHOJIOTHH, UCTIOIh3yEMBIX Ha TAKMX 00BEKTaxX;

2) B TOpsSAKEe, YCTAHOBIEHHOM  (peiepallbHbIM  OpPraHOM  HCIOJHUTENbHON  BJACTH,
YIIOTHOMOYEHHBIM B o0nactu oOecrieueHHuss (YHKIMOHUPOBAHUS TOCYIApCTBEHHON CHCTEMBI
OOHapy)XeHHs, TpPEIyNpekKJCHUS W JHUKBHJAIWU TOCIEACTBUA  KOMIBIOTEPHBIX aTak Ha
uHpopManroHHbIe pecypcebl Poccuiickoit deneparyy, moiayyars OT YKa3aHHOTO OpraHa HHGOPMAIUIO O
CpeACTBax M crocobax MpOBEJCHUs KOMIBIOTEPHBIX aTaK, a TAKXKE O METOAAX MX HPEAYNpPexICHUS U
oOHapyKeHMUS;

3) npu HanM4UU corjacusi eepallbHOTO OpraHa HUCIOJHUTENBHON BIACTH, YIIOJTHOMOUYEHHBIM B
obmactu  obecrieueHuss  (QYHKIMOHMPOBAHUS  TOCYJApCTBEHHOM  cucTeMbl  OOHapy’KeHHs,
NpeNyNpeKACHUs U JUKBUIALMN TOCIEACTBUA KOMIBIOTEPHBIX aTaK Ha MH(OPMAIMOHHBIE PECYpChI
Poccuiickoit @enepanuu, 3a CBOW cUeT MpUOOpeTaTh, apeHJ0BaTh, yCTAaHABIMBATH U OOCIYKHBATh
CpeAcCTBa, TNpeAHAa3HAYCHHBIC Ui OOHApPYKEHUs, MPEIyNPEeKICHUS W JIMKBUIAIMUA MOCIEICTBHUMA
KOMIIBIOTEPHBIX aTaK U pearupoBaHUs HA KOMIbIOTEPHbIE MHIIUJCHTHI;
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4) pa3zpaOaTbiBaTh U OCYLIECTBJISATH MEPOINPHUATUS MO OOecreyeHHIo Oe30MacHOCTH 3HAYUMOTO
00bEKTa KpUTUYECKON HH(DOPMAITMOHHONW HHPPACTPYKTYPHI.

2. CyOBeKTsl KpUTH4ECKOH HH(OPMAIIMOHHON HH(PPACTPYKTYphI 00SI3aHBI:

1) He3amemmMTENbHO HWH(POPMUPOBATH O KOMIBIOTEPHBIX WHIMIEHTAX (eaepanbHblii OpraH
WCIIOJIHUTENIbHON  BJAacTH, YNOJIHOMOYEHHBIM B oOmactu oOecriedeHus (QYHKIIMOHUPOBAHUS
TOCYyJapCTBEHHON cHUCTeMbl OOHAapy>KeHHs, MpeIyNpeKIeHUs U  JIMKBUIALMM  I1OCIEACTBUI
KOMITBIOTEPHBIX aTak Ha MHQpOpMaIMOHHbIe pecypchl Poccuiickoit denepannu, a Taxxke LleHTpanbHbIN
O6ank Poccuiickoit @enepauuu (B ciydae, eciu CyOBEKT KPUTHYECKOH HH(POPMALMOHHOM
MHPPACTPYKTYPHl OCYIIECTBIISIET ACATEIBHOCTh B OAHKOBCKON cdepe W B MHBIX cdepax (PUHAHCOBOTO
pBIHKAa) B YCTaHOBJIEHHOM YKa3aHHbIM (efiepajbHbIM OpPraHOM HCIIOJIHUTENBHON BJAcTHU IMOpsJKE (B
0aHKOBCKOM cdepe U B UHBIX cepax (PUHAHCOBOTO pPhIHKA yKa3aHHBIM MOPSAIOK YCTAHABIMBACTCS IO
cornacoBanuto ¢ LlenrpansubiM 6ankoM Poccuiickoit denepanun);

2) oka3bpIBaTh COAECUCTBUE AOJDKHOCTHBIM JHMLAM (hefiepalbHOro OpraHa UCIIOJIHUTENbHON BIIACTH,
YIIOJIHOMOYEHHOT0 B o0imacTu obecneueHUs] (YHKIMOHUPOBAHUS TOCYIAPCTBEHHOM CHCTEMBI
OOHapy>XeHHsI, TPEAYNpPeXKICHUS W JIMKBUJAIIMA TIOCJIEJCTBHHA  KOMIIBIOTEPHBIX aTak Ha
nHpopmaloHHble pecypcbl  Poccuiickoit ®epepanuu, B OOHAapYy)KEHUM, MPEAYNPEKICHUM U
JMKBUJALMU TOCJIEICTBUM KOMIBIOTEPHBIX ATAK, YCTAHOBICHWH NPUYUH U YCIOBHM BO3HWKHOBEHUS
KOMIIBIOTEPHBIX UHIIHJICHTOB;

3) B cilydae yCTaHOBKM Ha 00BEKTaX KPUTUYECKOH MH(POPMALIMOHHON HHPPACTPYKTYPBl CPENCTB,
NpeJHa3HAYCHHBIX I OOHApYKEHUs, MPEeIYNPEeKIACHNS U JIMKBUIAIMU MOCIEICTBUM KOMIBIOTEPHBIX
aTaKk M pearupoBaHHs HAa KOMIIBIOTEPHBIE MHIUAEHTHI, OOecCneuYuBaTh BBIIOJHEHUE IOPSAIKA,
TEXHUYECKUX YCIOBHUH YCTAHOBKM U IKCIUTyaTallMM TAKUX CPEJCTB, UX COXPAHHOCTb.

3. CyObekTbl KpuUTHYECKOM WH(MOPMALMOHHOW HWHPPACTPYKTYpHl, KOTOPHIM Ha IpaBe
COOCTBEHHOCTH, AapeH/Abl WJIM HHOM 3aKOHHOM OCHOBAaHUHU HPUHAAJIEKAT 3HAYMMbIE OOBEKTHI
KpUTHYECKOH HWHPOPMALMOHHOW HWHQPACTPYKTYphl, Hapsily C BbHIIOJIHEHUEM O0O0sS3aHHOCTEH,
MPEyCMOTPEHHBIX YaCThIO 2 HACTOALICH CTaThbU, TAKXKE 0OSI3aHbI:

1) cobmonate TpeOoBaHUs MO OOecHeueHHI0 0€30MacHOCTH 3HAYMMBIX OOBEKTOB KPHUTUYECKOMH
WHPOPMAIMOHHON WHQPPACTPYKTYPHI, YCTAHOBIEHHBIE (heAepallbHBIM OpPraHOM HCIIOJHUTEIHHON
BJIACTH, YNOJIHOMOYEHHBIM B 00JacTH oOecriedeHHs] 0€30MacHOCTH KPUTHYECKOM WH(GOpMalnOHHON
uHppacTpykTypbl Poccuiickoit denepanuu;

2) BBIMOJHATH MPEANUCAHUS JOKHOCTHBIX JIHI (peepalbHOrO OpraHa MCIONHUTEIHHON BIACTH,
YIOJIHOMOYEHHOT0 B 00jacTh oOecreyeHHus Oe30MacHOCTH KPUTHUECKOM HH(pOpMAIMOHHON
uHppacTpykTypsl Poccuiickori ®enepanuu, 00 yCTpaHEHWM HApYIICHHWH B 4YacTH COOJIIOJICHUS
TpeOOBaHMI MO OOECIEYEeHUIO OEe30MacHOCTH 3HAYMMOTO O0BEKTa KPUTHYECKOW WH(GOPMAIIMOHHON
UH(QPACTPYKTYPHI, BbIITAHHBIE STUMH JIMIIAMU B COOTBETCTBHH CO CBOEH KOMIIETEHIINEH;

3) pearupoBaTb Ha KOMIIBIOTEPHbIC HHIMJIEHTHl B MOpPSJAKE, YTBEPKAECHHOM (enepaabHbIM
OpPraHoOM MCIIOJHUTEIbHON BJAcTH, YIOJHOMOYEHHBIM B oOslacTH oOecnedeHus (PyHKIUOHUPOBAHMS
TOCYJapCTBEHHON cHCTEMBbl OOHApyKEHHs, TMpeIyNpekIeHUs W JIMKBUIALUHM  IOCIEACTBUI
KOMIIBIOTEPHBIX aTak Ha MH(popMarmoHHbIe pecypchl Poccuiickoit denepannu, NpUHUMATh MEPHI 110
JUKBUAALWU TIOCIEICTBUI KOMIBIOTEPHBIX aTaK, NMPOBEIECHHBIX B OTHOIICHWH 3HAYUMBIX OOBEKTOB
KpUTHYECKON MH(POPMAITMOHHON HHPPACTPYKTYPHI;
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4) olOecrieunBaTh OECHPENSATCTBEHHBI JOCTYN JOJDKHOCTHBIM JMIAM (eaepaabHOro OpraHa
WCTIOJHUTENIHOM BIIACTH, YMOJIHOMOYEHHOTO B 00NacTH oOecredeHus: Oe30MacHOCTH KPUTHYECKOH
nHpopMannoHHoi uHppacTpykTypsl Poccuiickoii deneparnyy, K 3HAYUMBIM O0BEKTaM KPHUTUYECKOMH
WHPOPMAMOHHON HH(PPACTPYKTYPHI MPH pean3alii dTUMH JIMLAMH TIOJTHOMOYHN, IPEIYCMOTPEHHBIX
cratbeil 13 Hacrosmero denepanbHOro 3aKOHa.

Ctatba 10. Cuctrema 6e30NacHOCTM 3HAYMMOro OOBLEKTa KPUTUYECKOM
MH(OpPMaLMOHHON MHPPACTPYKTYPbI

1. B memsx oOecriedeHnsi 0€30MACHOCTH 3HAYMMOTO OOBEKTa KPHUTUYECKOH HH(MOPMAIIMOHHON
UHQPACTPYKTYphl CyOBEKT KPUTHUECKONH HHPOPMAIMOHHON HMH(PACTPYKTypbl B COOTBETCTBUU C
TpeOOBaHUSAMHM K CO3JAaHUIO CUCTEM O€30MaCHOCTM TaKUX OOBEKTOB M OOECIEYEHHI0 HX
(YHKIMOHMPOBAHUS,  YTBEPXKJIEHHBIMH  (DeflepalibHbIM ~ OpPraHOM  HUCIIOJIHUTENBHOW  BIIACTH,
YIOJIHOMOYEHHBIM B obOnmactu oOecneueHUs: ©0€30HaCHOCTH  KPUTHUYECKOW  HMH(POpMAIMOHHON
uHpacTpykTypsl Poccuiickoit ®enepanuu, co3gaer cuUcTeMy O€30MaCHOCTH TaKOro OObeKTa u
oOecrnieunBaeT ee QyHKIIMOHUPOBAHHUE.

2. OCHOBHBIMHM 3aJlayaMH CHCTEMBI OE€30MaCHOCTH 3HAYMMOTO OO0BEKTa KPHUTHUYECKOU
nH(pOpMaMOHHON HHPPACTPYKTYPHI SIBJISIFOTCS:

1) mpenoTBpallleHHe HENpPaBOMEPHOIO JOCTyna K HH(opmMaiuu, obpabaThiBaeMoi 3HAYUMBIM
00BEKTOM KPUTHYECKOM HMH(pOpPMAMOHHON MH(PACTPYKTYphl, YHUUTOXKEHUS Takoil uHpopmaiuu, ee
MOJUGUIMPOBAHUS, OJIOKUPOBAHMSA, KOIMPOBAHMS, MPEAOCTABICHUS M PACIPOCTPAHEHHUS, a TaKKe
MHBIX HEMPABOMEPHBIX JEHCTBUI B OTHOLIEHUH TaKOH MH(POpMAIUY;

2) HeoMmyIleHne BO3/ICHCTBUS Ha TEXHHYECKUE Cpe/cTBa 00pabOTKH MH(POPMAIINH, B PE3yJIHTATE
KOTOPOTrO MOXKET OBbITh HapylIeHO U (WIM) NpeKpanieHo (QYHKIMOHUPOBAHUE 3HAUYMMOTO OOBEKTa
KpUTHYECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI;

3) BoccTaHOBiIeHHE (YHKIMOHUPOBAHUS 3HAYMMOTO OOBEKTa KPUTHYECKOW WH(OPMAIIMOHHOW
UHQPaACTPYKTYpPbl, 00ECIICUNBACMOTO B TOM YHCIIC 32 CYET CO3/IaHHMS U XPAHCHUS PE3CPBHBIX KOIHUIA
HEOOXOAUMOM IJIs1 3TOTO HH(OPMAIIHH;

4) HenpepbIBHOE B3aUMO/JICHCTBHUE C TOCYJapCTBEHHON cHCTEMOM 0OHApYKEHUs, IPEyTPEKICHUS
U JIMKBUJALMKM MOCJIEJICTBUM KOMIBIOTEPHBIX aTak Ha HH(pOpMalMOHHbIE pecypchl Poccuiickoit
denepauuu.

Cratba 11. TpeboBaHusas no obGecne4yeHUd 6e30MACHOCTU 3HAYUMbIX OOBHLEKTOB
KPUTUYECKON MHPOPMAaLIMOHHON MHPPACTPYKTYpbI

1. TpeGoBanusg 1O oOecrneyeHU0 O€30IaCHOCTH 3HAYUMBIX OOBEKTOB  KPUTHYECKOH
MHPOPMALIMOHHON HH(PACTPYKTYpbl, yCTaHaBIMBaeMble (eepanbHbIM OpPraHOM MCIOJHUTEIbHON
BJIACTH, YMOJHOMOYEHHBIM B 00JacTH oOecreyeHus Oe30MacHOCTH KPUTHYECKON HH(pOpMAIMOHHON
uHpacTpykTypsl Poccuiickoii @enepanun, auddepeHUUpyOTcsT B 3aBHCUMOCTH OT KaTErOpUHU
3HAYUMOCTH OOBEKTOB KPUTHUECKOH HMH(OPMALMOHHOW HHQPPACTPYKTypbl U 3TUMHU TpeOOBaHUAMU
ey CMaTpUBAIOTCS:

1) muiianupoBaHue, pa3paboTKa, COBEPIICHCTBOBAHUE U OCYLIECTBIIEHUE BHEAPEHUS MEPONPUSATUI
mo obecrmeueHU0  0OE30MaCHOCTH  3HAYMMBIX  OOBEKTOB  KpUTHYECKOW  HMH(MOpMAlMOHHON
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UHPPACTPYKTYPBHI;

2) NpuHATHE OPTaHU3AIMOHHBIX U TEXHUUECKUX Mep i oOecredeHrs 6€30MacHOCTH 3HAUMMBIX
00BEKTOB KPUTUUECKOH MH(OPMAITMOHHON HH(PPACTPYKTYPHI;

3) yCTaHOBJEHHE MAapaMETPOB M XapaKTEPUCTHK IPOrPaMMHBIX U IPOrpaMMHO-aNmapaTHBIX
CPEICTB, MpPHUMEHSEMbIX i1 oOecreueHus: Oe30MacHOCTH 3HAUYMMBIX OOBEKTOB KPUTHUECKOM
MHGOPMALMOHHON HH(PACTPYKTYPHI.

2. T'ocynapcTBeHHbIE OpraHbl U POCCUHCKHE FOPUIMUYECKUE JIMIA, BBIIOIHAIONME (YHKUUU IO
pa3paboTke, MPOBEACHMIO  WIM  peajM3allud  TOCYAAPCTBEHHOM  MOJUTHKM W (WIH)
HOPMAaTHBHO-IIPABOBOMY PETYJIMPOBAHHIO B YCTAaHOBJIEHHOH c(epe AesITeIbHOCTH, 110 COINIACOBAHHUIO C
¢denepaTbHBIM  OPraHOM HCIIOJHUTEIBHON BJACTH, YIOJHOMOYEHHBIM B 00nactu oOecreueHHs
0e30MmacHOCTH KpUTHYecKkol HH(opManroHHOW HHPpacTpykTypbl Poccuiickoit ®eneparuu, MOryT
yCTaHaBJIMBATh JONOJHHUTEIbHBIE TPEOOBAaHUS MO 00EClEYEeHUI0 0€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYECKONH HH(POPMALMOHHON HH(PaACTPYKTyphl, conaepkaline OocOOEHHOCTH (YHKIMOHUPOBAHUS
TaKuX 00BEKTOB B YCTAHOBJICHHOMU cepe AesTeIIbHOCTH.

CraTtbsa 12. OueHka 6e3onacHocTu KPUTUYECKOMN MHdOpMaLNOHHOMN
MHPACTPYKTYPbI

1. Onenka 0e30MacHOCTH KPUTUYECKOHM HH(POPMALMOHHOM HMH(PACTPYKTYPBl OCYIIECTBIISETCS
(denepanbHBIM OpPraHOM HCIIOJHUTEIBHOM BJIACTH, YIOJHOMOUYEHHBIM B 00jacTu oOecreueHHs
(YHKIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBI OOHApPYXKEHHs, NPEAYNpPEkKACHUS M JIMKBHIAIUH
MOCTIEICTBUI KOMITBIOTEPHBIX aTak Ha MHPOpPManMOHHBIE pecypchl Poccuiickoit denepannu, B HEIIxX
MIPOrHO3UPOBAHUSI BOSHUKHOBEHHS BO3MOXKHBIX YIpo3 0€30MacHOCTH KPUTHYECKON HMHGOpMalnoOHHON
UHQPACTPYKTYpbl U BBIPAOOTKM Mep IO MOBBILICHUIO YCTOWYMBOCTH €€ (DYHKIMOHHPOBAHUS INPHU
IIPOBEJICHUH B OTHOLLIEHUH €€ KOMIIBIOTEPHBIX aTaK.

2. IIpu ocy1iecTBIEHUH OLIEHKH 0€30IaCHOCTH KPUTUYECKOH MHPOPMALMOHHOM HHPPACTPYKTYPHI
IIPOBOAMTCS AHAJIN3!

1) naHHBIX, MMOJIy4aeMbIX MPU HCIIOJIB30BAHUU CPEICTB, NPEIHA3HAYEHHBIX AJIsi OOHApy>KEeHHs,
NpenynpexaeHus W JUKBUJIALUU TIOCJIEICTBUN KOMIIBIOTEPHBIX aTaKk W pearupoBaHUs Ha
KOMIIbIOTEPHbIE MHLUAEHTH, B TOM 4HClIe HHQOpMamuMu O HaJIMYUM B CETSAX DIIEKTPOCBSI3H,
UCHOJb3YEMBIX JJIsl OpraHu3allMd B3aUMOJEHCTBHS OOBEKTOB KpPUTHUYECKOM HH(POpMALIMOHHON
UHPPACTPYKTYPHI, IPU3HAKOB KOMIIBIOTEPHBIX aTaK;

2)  wuHpOpManuHM,  OPEACTABISEMOH  CyOBeKTaMM  KPUTHYECKOH  HH(OpMArMOHHOU
UHPPACTPYKTYPHl M (PenepatbHbBIM OpPraHOM HCIIOJHUTEIHHON BIIACTH, YIIOJIHOMOYEHHBIM B 001acTH
oOecnieueHrs 0€30MacHOCTM  KpUTHYECKOM uH(pOpMalnnoHHOW uHGpacTpykTypel Poccuiickoit
denepanyn, B COOTBETCTBUU € NEPEYHEM MH(POPMALMU U B HOpPsJKE, ONpeAeIsieMbIMU (eaepanbHbIM
OpPraHOM MCIIOJHUTEIbHON BJAcTH, YIOJHOMOYEHHBIM B OOslacTH oOecnedeHus (PyHKIUOHUPOBAHMS
TOCYJapCTBEHHON CcHCTEMBl OOHApyXKEHHs, TMpeIyNpekIeHUs W  JIMKBUIALMHM  IOCIEACTBUI
KOMIIBIOTEPHBIX aTak Ha HH(pOpManuoHHbIe pecypcbl Poccuiickoit denepanyu, a Takke WHBIMH HE
SBJIAIOIIMMUCSA CyOBEKTaMU KPUTHUECKOM WH(POPMALMOHHONM HWHQPACTPYKTYphl OpraHamMH H
OpraHU3alMsIMU, B TOM YHCJIE MHOCTPAHHBIMU U MEXITYHAPOIHBIMU;

3) cBeneHMii, NIpeACTaBIsEMbIX B TOCYJapCTBEHHYIO CHCTEMY OOHApy>KEHUs, NMPeIyNpeKICHUs U
JUKBUAALMU TIOCIEACTBUM KOMIIBIOTEPHBIX aTak Ha WHGOpMaIMOHHbBIE pecypchl Poccuiickoit
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desmepaliii 10 HWTOraM IPOBEICHUS TOCYJAPCTBEHHOIO KOHTPOJST B 00JacTH 0OeCHedYeHUs
0€30MacHOCTH 3HAYUMBIX 00BEKTOB KPUTHYECKOH MH(POPMAIIMOHHOW MHPPACTPYKTYPHI, O HAPYIICHHH
TpeboBaHUil MO obOecredyeHnto0 0e30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOH WH(MOpMAIIMOHHON
HH(PPACTPYKTYphI, B pe3yibTaTe KOTOPOTO CO3MAIOTCS MPEANOCHIIKA BOZHUKHOBEHHUS KOMITBIOTEPHBIX
HHIINJICHTOB,

4) wuHON wuHpOpMauuu, NOIy4aeMol (¢enepaJbHbIM OpPraHOM HCIOJHUTEIBHOM BIIACTH,
YIOJIHOMOYEHHBIM B o0ylacTH obOecriedeHuss (PyHKIMOHUPOBAHMS TOCYAAPCTBEHHOW CHUCTEMBbI
OOHapy>KeHHsI, TpPeAyNpeXIeHUs W JIMKBUJAIIMM TIOCJIEJCTBUHA  KOMIIBIOTEPHBIX aTak Ha
uHpopMannoHHble pecypchl Poccuiickoit ®enepanuu, B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuiickoit deneparum.

3. Jlnsg peanuzamuu TMOJOKEHUW, MNPETYCMOTPEHHBIX dYacTsIMU | M 2 HACTOSIIEH CTaThH,
denepanbHBIE  OpraH MCIOJHUTEIBHONM BIIACTH, YIOJHOMOYEHHBI B oOiactu obecrieueHUs
(YHKIIMOHUPOBAHMSI TOCYAAPCTBEHHOM CHUCTEMBI OOHApYXKEHUS, MNPEAYNPEeKICHUS U JTUKBHUIAIUU
MOCNEACTBUM KOMIMBIOTEPHBIX aTak Ha wuH(popMmammoHHble pecypchl Poccuiickoit denepanuu,
OpraHU3yeT YCTAHOBKY B CETSX JJIEKTPOCBSI3M, HCHOJIb3YEMBIX [UJISi OpPTaHM3allMd B3aHMMOJICHCTBUS
O00BEKTOB KPUTHUYECKON HH(DOPMAIIMOHHOW MHMPACTPYKTYPHI, CPEICTB, MPETHA3HAYCHHBIX IS MTOMCKA
MIPU3HAKOB KOMITBIOTEPHBIX aTaK B TAKUX CETAX DJICKTPOCBSI3U.

4. B umemsax pa3paboTKu Mep IO COBEpPUICHCTBOBAHHIO O€30MAaCHOCTH  KPUTHYECKOU
nH(pOpMalMOHHON UH(PPACTPYKTYpHI (hefepanbHblii OpraH UCIOTHUTENBHON BIACTH, YIIOJHOMOYEHHBIN
B obOmactu oOecneueHUs: (YHKIMOHMPOBAHUS  TOCYJApCTBEHHON  CHCTEMBbl  OOHapy)KeHus,
NPEIyNpeKACHUS U JTUKBUIAINN TOCIEACTBHIA KOMIBIOTEPHBIX aTaKk Ha WH(OPMAIMOHHBIE PECYPCHI
Poccuiickoit  ®enepanuu, HampaBiseT B QenepaibHBIi  OpraH  HMCIOJHHUTEIBHOH  BJIACTH,
VIIOJITHOMOYECHHBI B o0ylactTh  obOecrieueHuss O€30MaCHOCTH  KPUTHYECKOM  HHGOPMAIMOHHON
unppactpyktypsl Poccuiickoit ®denepauuu, pe3yabTaTbl OCYIIECTBICHHUS OLIGHKH O€30MacHOCTH
KpUTH4ECKON HHGOPMAITMOHHON HHPPACTPYKTYPHI.

Cratba 13. NocygapcTBeHHbIN KOHTPONb B ob6nactn obecnevyeHnss 6e3onacHOCTU
3HAaYNMbIX OO BEKTOB KpUTUYECKON MH(hOPMaLMOHHON MHDPACTPYKTYPbI

1. T'ocynapcTBeHHBI KOHTpOIb B OOJIACTH OOecredyeHus Oe30MacHOCTH 3HAUYUMBIX OOBEKTOB
KpUTHYECKOH HH(POPMALMOHHOW HHPPACTPYKTYpbl MPOBOAMTCA B IENAX MPOBEPKH COOIIOAECHUS
CyObeKTaMu KpUTHYECKOH HMH(OPMAIMOHHONW HMHQPACTPYKTYpPbI, KOTOPHIM Ha MpaBe COOCTBEHHOCTH,
apeHJbl WM WHOM 3aKOHHOM OCHOBAaHMHM TPHHAJUICKAT 3HAYUMBIE OOBEKTHl KPUTHYECKOH
MH(OPMALIMOHHOW HH(PPACTPYKTYpbl, TpeOOBaHUI, YCTAaHOBJIEHHbIX HacToAmMM dDenepaibHbIM
3aKOHOM U TPUHSATBIMU B COOTBETCTBHM C HHUM HOPMATHBHBIMH IPABOBBIMU aKTaMU. YKa3aHHBIN
TOCYJapCTBEHHbI ~ KOHTPOJb  IPOBOAUTCS IIyT€M OCYLIECTBICHHUA (enepalbHbIM  OpraHoOM
UCTIOJHUTENIBHOM BJIACTH, YNOJHOMOYEHHBIM B 00JacTH obecredeHus: 0e30MacHOCTH KPUTHYECKOMH
nHpOpMaLMOHHOM nHppacTpyKTypsl Poccuiickoit denepariiy, mIaHOBBIX WK BHETJIAHOBBIX MPOBEPOK.

2. OcHOBaHMEM JIJIs1 OCYILIECTBIICHHUS IJIAHOBOM MPOBEPKHU SIBIISICTCS UCTEUCHHUE TPEX JIET CO JIHS:

1) BHeCeHHS CBelCHHN 00 00BEKTEe KPUTUYCCKOW MH(POPMAITMOHHON WH(GPACTPYKTYPHI B PEeCcTp
3HAYUMBIX OOBEKTOB KPUTHYECKON NMH(OPMALIMOHHON UHPPACTPYKTYPHI;

2) OKOHYAHUS OCYILECTBIICHHs MOCJIEAHEN TIAHOBOI MPOBEPKU B OTHOLIECHUH 3HAYMMOT0 00BbEKTa
KpUTHYECKON MH(DOPMAITMOHHONW UHPPACTPYKTYPHI.
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3. OcHoBaHHEM IJIsL OCYHICCTBIICHU A BHEILJIAHOBOM ITPOBEPKHU ABJIACTCA:

1) ucreyeHue cpoka BBIOJHEHUS CyOBEKTOM KPUTHUECKON MH(DOpMAIMOHHONW MHPPACTPYKTYpPHI
BBIJAHHOI'O (pe):[epaanHM OopraHomM HNCIOTHUTEIbHOMN BJIaCTH, YIIOJIHOMOYCHHBIM B obOactu
oOecrieyeHnss 0OE30MACHOCTH  KPUTHUYECKOW WHGPOpMANMOHHON wuHpacTpykTypel Poccuiickoii
Oenepanyu, NpeAnucanis 00 yCTpaHEHUM BBISIBICHHOTO HapylUIeHHs] TpeOoBaHMH MO 0OecreyeHUro
0€301acHOCTH 3HAYMMBIX 0OBEKTOB KPUTHYECKOH HHPOPMAIIMOHHOW HHPACTPYKTYPHI;

2) BO3HUKHOBEHHE KOMIIBIOTEPHOTO HHIIMJECHTA, IOBJEKIIEro HEraTUBHBbIE IOCIEACTBHS, Ha
3HaYMMOM OOBEKTE KPUTHUECKOM HH(POPMAIMOHHON HH(PACTPYKTYPHI;

3) mpuka3 (pacmopsbKeHHE) pyKOBOIUTENs (efepalbHOr0 OpraHa HCIOJHUTEIHHONW BIIACTH,
YIOJHOMOYCHHOTO B oOyiactu  oOecriedeHHsi O€30MACHOCTH  KPUTHYECKOW  HH(DOPMAIIMOHHOM
uHppactpyktypsl Poccuiickoit @enepanuu, U3gaHHBIE B COOTBETCTBMM C mopydyeHueMm llpesuaenra
Poccutickoit ®eneparuu win [IpaButenbcrBa Poccuiickoit deaepanun 1160 Ha OCHOBAaHWU TPEOOBAHMS
MpPOKypopa 00 OCYIIECTBICHUH BHEIJIAHOBOM TPOBEPKHM B paMKax TMPOBEACHHUS Haa3opa 3a
HCIIOJTHEHUEM 3aKOHOB I10 MOCTYMUBIIKUM B OPTaHbI MPOKYPATyphl MaTepraiaM u OOpaICHHUSIM.

4. Ilo uToraM IMJIAaHOBOW WMJIM BHEIUIAHOBOH MPOBEPKHU (hefepaibHbIM OPraHOM HCIIOJHUTEILHOU
BJIACTH, YIOJIHOMOYECHHBIM B 00JIaCTH oOecreyeHHus O0e30MacHOCTH KPUTHYECKON WH(GOpMAIMOHHON
nH(ppactpykTypbl Poccuiickoit deneparinu, COCTaBISETCS aKT MIPOBEPKH MO YTBEPXKICHHON YKa3aHHBIM
opraHom gopme.

5. Ha ocHOBaHUM aKTa NPOBEPKU B CiIydae BBIABICHUS HapyLIeHUs TpeOOBaHWH HACTOSIIETO
@denepalIbHOTO 3aKOHA M NPHUHATBIX B COOTBETCTBUM C HUM HOPMATUBHBIX ITPABOBBIX AKTOB I10
obecrieyeHno 6E30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOW MH(OpMarMoHHONW HH(PaCTPYKTYpHI
denepanbHBIE  OpraH WCHOJHHUTENBHON BIIACTH, YIOJHOMOYEHHBIH B oOjactu oOecrieueHHs
0€30MacHOCTH KpUTHYECKOM HHPOpMAMOHHON HHPpacTpykTypbl Poccuiickoit ®denepaiuu, BblIaeT
CyObEKTy KpPUTHYECKOHM HHGPOPMALMOHHOM HMHQPACTPYKTypbl NpeAnucaHue o0 yCTpaHEeHUH
BBISIBJICHHOT'O HapYLIEHU C YKa3aHUEM CPOKOB €0 YCTPAHEHUSI.

Cratba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpeboBaHUM HacTOsILEro
®denepanbHOro 3akoHa W MPUHATBLIX B COOTBETCTBUM C HUM WHbIX HOPMaTUBHbIX
NnpaBOBbIX aKTOB

HapymeHHe Tpe6OBaHI/II>'I HaCTOALICTO d)e):[epanLHoro 3dKOHA U MPUHATBIX B COOTBETCTBUHU C HUM
HWHBIX HOPMATHUBHLBIX IIPABOBBIX AKTOB BJICUCT 34 c000lf OTBETCTBEHHOCTh B COOTBETCTBHU C
3aKoHoarenbcTBOM Pocculickon denepanuu.

CraTtba 15. BctynneHue B cuny HacTtosiwero PegepanbHOro 3akoHa

Hacrosmmit @enepanbHblil 3aKk0H BeTynaeT B cuity ¢ 1 ssuBaps 2018 rona.

IIpe3unent
Poccuiickoit @enepann
B.ITYTUH
Mocksa, Kpemib
26 urons 2017 roga
www.consultant.ru CrpaHvua 15u3 16

HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&amp;demo=2&amp;base=LAW&amp;n=287065&amp;date=16.04.2023&amp;dst=100011&amp;field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

depnepanbHbIi 3akoH oT 26.07.2017 N 187-93

y .

"O 6€30MaCHOCTU KPUTUYECKOM MH(OPMALIMOHHOI Alokyment ”peAOCTazgf:C—"—':)?p:ﬁé}:ﬂ:ﬁ'g%gg:gg
nHdpacTpykTypbl Poccuitickoin deaepaummn”

N 187-®3

www.consultant.ru CrpaHvua 16 u3 16
HafeXHasa npaBoBas noaaepXxka


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

	Статья 1. Сфера действия настоящего Федерального закона
	Статья 2. Основные понятия, используемые в настоящем Федеральном законе
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4
	Пункт 5
	Пункт 6
	Пункт 7
	Пункт 8

	Статья 3. Правовое регулирование отношений в области обеспечения безопасности критической информационной инфраструктуры
	Часть 1
	Часть 2

	Статья 4. Принципы обеспечения безопасности критической информационной инфраструктуры
	Пункт 1
	Пункт 2
	Пункт 3

	Статья 5. Государственная система обнаружения, предупреждения и ликвидации последствий компьютерных атак на информационные ресурсы Российской Федерации
	Часть 1
	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3

	Часть 3
	Часть 4
	Часть 5
	Часть 6
	Часть 7

	Статья 6. Полномочия Президента Российской Федерации и органов государственной власти Российской Федерации в области обеспечения безопасности критической информационной инфраструктуры
	Часть 1
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4

	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3

	Часть 3
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4
	Пункт 5

	Часть 4
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4
	Пункт 5
	Пункт 6
	Пункт 7
	Пункт 8
	Пункт 9
	Пункт 10

	Часть 5

	Статья 7. Категорирование объектов критической информационной инфраструктуры
	Часть 1
	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4
	Пункт 5

	Часть 3
	Часть 4
	Часть 5
	Часть 6
	Часть 7
	Часть 8
	Часть 9
	Часть 10
	Часть 11
	Часть 12
	Пункт 1
	Пункт 2
	Пункт 3


	Статья 8. Реестр значимых объектов критической информационной инфраструктуры
	Часть 1
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4
	Пункт 5
	Пункт 6
	Пункт 7

	Часть 2
	Часть 3

	Статья 9. Права и обязанности субъектов критической информационной инфраструктуры
	Часть 1
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4

	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3

	Часть 3
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4


	Статья 10. Система безопасности значимого объекта критической информационной инфраструктуры
	Часть 1
	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4


	Статья 11. Требования по обеспечению безопасности значимых объектов критической информационной инфраструктуры
	Часть 1
	Пункт 1
	Пункт 2
	Пункт 3

	Часть 2

	Статья 12. Оценка безопасности критической информационной инфраструктуры
	Часть 1
	Часть 2
	Пункт 1
	Пункт 2
	Пункт 3
	Пункт 4

	Часть 3
	Часть 4

	Статья 13. Государственный контроль в области обеспечения безопасности значимых объектов критической информационной инфраструктуры
	Часть 1
	Часть 2
	Пункт 1
	Пункт 2

	Часть 3
	Пункт 1
	Пункт 2
	Пункт 3

	Часть 4
	Часть 5

	Статья 14. Ответственность за нарушение требований настоящего Федерального закона и принятых в соответствии с ним иных нормативных правовых актов
	Статья 15. Вступление в силу настоящего Федерального закона

